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OUR MISSION

We independently audit, inspect, and investigate matters pertaining to the District of

Columbia government in order to:

e prevent and detect corruption, mismanagement, waste, fraud, and abuse;

e promote economy, efficiency, effectiveness, and accountability

e inform stakeholders about issues relating to District programs and operations; and

e recommend and track the implementation of corrective actions.

OUR VISION

We strive to be a world-class Office of the Inspector General that is customer focused and

sets the standard for oversight excellence!

OUR VALUES

Accountability: We recognize that our duty
extends beyond oversight; it encompasses
responsibility. By holding ourselves
accountable, we ensure that every action we
take contributes to the greater good of the
District.

Continuous Improvement: We view challenges
not as obstacles, but as opportunities for
growth. Our commitment to continuous
improvement drives us to evolve, adapt, and
enhance our practices.

Excellence: Mediocrity has no place in our
lexicon. We strive for excellence in every facet of
our work.

Integrity: Our integrity is non-negotiable. We
act with honesty, transparency, and unwavering
ethics. Upholding the public’s trust demands
nothing less.

Professionalism: As stewards of oversight, we
maintain the utmost professionalism. Our
interactions, decisions, and conduct exemplify
the dignity of our role.

Transparency: Sunlight is our ally. Transparency
illuminates our processes, decisions, and
outcomes. By sharing information openly, we
empower stakeholders, promote
understanding, and reinforce our commitment
to accountability.




DISTRICT OF COLUMBIA | OFFICE OF THE INSPECTOR GENERAL
MEMORANDUM

To: Honorable Muriel Bowser
Mayor

Phil Mendelson
Chairman, DC Council

From: Daniel W. Luca L /
Inspector Genek:

Date: October 24, 2024

Subject: FY 2024 OIG Recommendation Follow-up |

| am pleased to present our Fiscal Year 2024 Office of the Inspector General (OIG)
Recommendation Follow-up Report. This report fulfills our statutory obligation under DC
Code §1-301.115a(a-1)(3) to keep District leadership informed about issues relating to District
programs and operations, and to recommend and track the implementation of corrective
actions.

Our objectives for this review were to:
e Determine the current statuses of open recommendations

e Assess whether agencies' corrective actions effectively addressed the key issues
identified in our prior reports

e |dentify any realized monetary benefits resulting from implemented
recommendations

Key findings from our review:

¢ We examined approximately 550 recommendations from 145 reports directed at 28
agencies

e 197 recommendations were closed, with 162 classified as "Closed-Resolved"

e 203 recommendations remain "Open-Resolved" and 112 are "Open-Unresolved"

100 M STREET SOUTHEAST, WASHINGTON DC 20003 | (202) 727-2540
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e 199 older recommendations were administratively closed due to changed
circumstances

While significant progress has been made, there is still work to be done to fully address all

open recommendations. We will continue to monitor and report on the remaining open
items.

We appreciate the cooperation of District agencies during this review. If you have any
guestions, please contact me or Justin Zimmerman, Deputy Inspector General for the
Executive Secretariat, at justin.zimmerman@dc.gov.
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INTRODUCTION

The OIG conducts audits, evaluations, and inspections of District government agencies and
programs. Based on our findings, we provide management officials with recommendations
to improve governmental economy, efficiency, effectiveness, equity, and accountability.
Implementing these recommendations helps agencies improve operational performance for
our residents and visitors. Generally, when our recommendations are not implemented, the
impacted agency or program is at increased risks of fraud, waste, abuse, and
mismanagement, potentially exposing the District of Columbia government to financial loss.

ASSESSMENT PROCESS

We employ a data-driven assessment process to provide agencies with impactful
recommendations. This process involves:

1. Gathering evidence, including physical, testimonial, documentary, observational, and
analytical evidence.

2. Developing “Findings” based on the evidence in terms of program and operational -
a. Criteria are the standards that apply to the assessment;
b. Conditions of the assessed subject;

c. Causes that led to the identified difference(s) between the criteria and
conditions;

d. Effects, the outcome or consequences of the cause(s) on government
programs or operations; and

e. Recommendations for improvement, if any.

3. Briefing agencies with our findings and recommendations, typically through a
scheduled exit conference.

4. Receiving agency feedback: agencies receive a draft report after the briefing and are
encouraged to provide OIG comments and other feedback, including whether they
agree or disagree with each recommendation, before we finalize the report.

Pagel
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RECOMMENDATION FOLLOW-UP PROCESS

By law, the Office of the Inspector General must keep the Mayor, Council, and the agencies
updated on agencies’ progress on recommended corrective actions.! We aim to review open
recommendations in collaboration with the impacted agencies at least once every six
months. Based on updates provided by the agencies and our assessment of their corrective
action progress, we assign each recommendation one of four status classifications:

1. Open
A. Resolved

Open and resolved means that the agency has identified a corrective action
that adequately addresses our recommendations. However, the OIG
recommendation remains open pending our confirmation of the agency's
implementation of the corrective action. Typically, this status indicates that
the agency’s implementation of the corrective action has yet to begin or is in
progress, or we have been unable to verify implementation.

B. Unresolved

Open and unresolved means that the OIG continues to work with the agency
on the appropriate corrective action. This status usually indicates that either
the agency has not yet responded to or disagrees with the specific
recommendation.

2. Closed
A. Resolved

Closed and resolved means that the agency has identified and provided
evidence that it implemented a corrective action that adequately addresses
our recommendation.

B. Unresolved

Closed and unresolved means that the OIG closed the recommendation and
there is insufficient evidence to prove the agency implemented corrective
action. This may occur when events have overcome the recommendation, for
example if an agency is abolished or too much time has elapsed for the
recommendation to be useful.

REPORTING RECOMMENDATION STATUS

The OIG reports the statuses of recommendations through this report. We also plan to
publish recommmendation statuses on our website in the coming year. Additionally, we
provide recommendation highlights in our annual activities report, which we publish on or
before December 1 each year.

' D.C. Code §1-301.115a(a-1)(3).
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PROGRESS OF CORRECTIVE ACTIONS
CLOSURES

We reviewed the status of approximately 550 recommendations across 145 reports directed
at 28 agencies. In sum, we closed 396 recommendations in fiscal year 2024. These figures
include administrative closures. For more information, see the Administrative Closures

section beginning at page 83.
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RESOLUTIONS

Excluding administrative closures, OIG closed 197 recommendations during fiscal year 2024.
Of those, 162 (82%) were considered resolved, while 35 (18%) were unresolved. Please see the
preceding section Assessment Process for additional information on resolved and unresolved
recommendations.

Recommendations Closed in FY2024

Unresolved

Resolved
162

OPEN RECOMMENDATIONS

Our records indicate that 315 recommendations remain open. Of these, 203
recommendations are resolved and the other 112 are unresolved. We will continue to work
with agencies to implement appropriate corrective actions in those cases.

Open Recommendations
(as of Sept. 30, 2024)

Unresolved
2

Resolved
203
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BEHAVIORAL HEALTH, DEPARTMENT OF (DBH)

Contracting Procedures Evaluation (Issued July 8, 2021)

Finding

Recommendation

Response

Status

OCP, DBH could 5 Document a process that will ensure DBH subject matter experts are routinely designated Contract No Open-Unresolved
improve written Administrators as soon as practical and beneficial to the contracting process. Response
guidance, practices for
the designation and role
of contract
administrators pre-
award.
DBH did not adequately 6 Develop and document a clear delegation of duties and responsibilities between Contract Agreed Open-Resolved
monitor vendors’ Administrators and the DBH Office of Accountability.
performance to - - - - - - -
determine whether they 7 Rewew DBH Policy 622.1 an determine Whefther DB.H will continue to issue Provider Scorecards or Agreed Open-Resolved
- . implement a new mechanism to assess service providers.
are providing services as
stipulated in contracts. 8 Review and update DBH Policy 532.1A to direct the appropriate DBH division to review a sample of Agreed Open-Resolved
representative payee consumers without the review being dependent on a certification/licensure
application or renewal.
9 Develop, document, and implement a method of communicating policy changes including updates Disagreed Open-Unresolved
and rescissions of policies, and post changes on the DBH website for public transparency.
10 Develop and implement service-specific (e.g., specific to outpatient substance use disorder services, Agreed Open-Resolved

residential services, representative payee services) job aids, such as procedures and compliance
checklists, to help DBH CAs provide more effective oversight of contracted service providers.
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Opioid Crisis Response Program Evaluation (Issued September 1, 2021)

Finding

Recommendations

Agency

Recommendation

Status

Improving Federal Grant

Require DBH Directors, programmatic and fiscal employees involved in SOR grant management to

Response

Training. attend training on the Federal Government Uniformed Administrative requirements. Agreed Closed-Resolved
Various DBH employees Establlgh a pohgy that requires staff to follow the SharePoint Grants Lifecycle Process Flow Agreed Closed-Resolved
. . Operating Detail.
involved in SOR grant
management have not
adopted.the SharePoint Requwe all employees that work on the SOR grant to sign an acknowledgment they reviewed the Agreed Closed-Resolved
Grants Lifecycle Process policy.
Flow Operating Detail to
manage the SOR grant
funds and resources. Assure that all grant management staff have access to SharePoint. Agreed Closed-Resolved
DBH fiscal mpnitors and Require SOR grant ﬂscal mOﬂ.I',EOI.’S and programmatic staff to fqllovy the S.harePomt Grants Lifecycle Agreed Closed-Resolved
programmatic staff lack Process Flow Operating Detail's internal and external communication guidance.
effective internal and
external communication Facilitate monthly meetings between SOR fiscal monitors and programmatic staff to discuss grant
) : A Agreed Closed-Resolved
in managing the SOR management activities.
GCrant.

Explore the feasibility of establishing a grant management system. Agreed Closed-Resolved
HAHSTA Opioid
Prevention Division
vacancies negatively Prioritize filling the vacancies in the HAHSTA Opioid Prevention Division. Disagreed Closed-Resolved

impact the naloxone
distribution program.
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Finding

Pharmacies
participating in the
Naloxone Pharmacy
Pilot Program do not
have access to REDCap
and are not submitting
monthly reports to DC
Health.

No. Recommendations Agency Recommendation
Response Status
9 Famhtate meetings vv|th thg Health Regulation and Licensing Administration to discuss ways to Agreed Closed-Resolved
improve external reporting issues.
10 Convene meetings with pharmacies participating in the Naloxone program to discuss ways to Agreed Closed-Resolved

improve the submission of monthly reports.
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CHIEF FINANCIAL OFFICER, OFFICE OF (OCFO)

Government of the District of Columbia 457(b) Deferred Compensation Plan (Issued January 31, 2024)

Recommendation

Status

Agency
Finding No. Recommendation Response
Loa.n'Recel.va.bIes: Significant We recommmend that management strengthen its policies and procedures related to
deficiency in internal control 1 Agree

) . . reviewing all necessary adjustments related to the year-end financial closing process.
over financial reporting.

Open-Resolved

Government of the District of Columbia Annual Comprehensive Financial Report for FY2023 (Issued January 31, 2024)

Agency

Finding . Recommendation

Recommendation
Status

Response

The District needs to design and implement effective and practical internal controls to

ensure that P-Card transactions are posted to the appropriate GL accurately and timely. Agree

Open-Resolved

The District needs to ensure that the internal controls surrounding the P-Card
disbursements are being implemented and operating effectively. All P-Card transactions
must have an associated expense report, approved within ten business days of the close of
each month. The P-Card holders must review and verify the accuracy of the transactions,
before submitting the expense report; and the designated approvers must review and
approve the expense reports in a timely manner.

Agree

Ineffective Controls over
Purchase Card Transactions

Open-Resolved

The DIFS P-Card expense report approval flow process should be updated to include the

- ) Agree
accounting officers and/or controllers. 9

Open-Resolved

The District needs to assign dedicated personnel to monitor the status of P-Card
4 transactions in DIFS, enforce internal controls, and take the appropriate action in order to Agree
prevent posting errors and delays.

Open-Resolved
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Government of the District of Columbia Management Recommendations for FY2023 (Issued January 31, 2024)

s . Agenc .
Finding Recommendation 9 y Recommendation Status
Response

Lack of audit Maintain files and records in an orderly manner for easy access to the data thereby simplifying the data

. . ) Agree Open-Resolved
evidence for retrieval / audit process.
reviews of Review the internal control environment / processes surrounding receipt of other revenues to ensure
other proper management review of other revenue receipts and the appropriate classification takes place, and Agree Open-Resolved
revenues that adequate evidence of such a review is maintained and available for audit.
IT accelss g Conduct a review of DIFS employee accounts to identify and remediate SoD conflicts. Agree Open-Resolved
controls an
segregation Develop and execute specific mitigating controls for each unremediated SoD conflict. These controls
of duties should effectively reduce associated risks and ensure the District's ongoing information security and Agree Open-Resolved
conflicts compliance.
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Evaluation of the District of Columbia Government's Management and Valuation of Commercial Real Property Assessments (Issued Nov, 30, 2022)

Finding

RPAD did not have formal
policies and procedures or
a planin place for
periodically inspecting
commercial properties to
verify property
characteristics were
complete and accurate in
accordance with
standards and leading
practices.

No.

Recommendation

Develop a plan for periodically inspecting properties so there is reasonable assurance that property
characteristics data are up to date.

Agency
Response

Agree

Recommendation
Status

Open-Resolved

RPAD did not update
their acceptance codes as
recommended in OIG
Report No.16-1-14AT
Evaluation of the District
of Columbia
Government'’s
Management and
Valuation of Commercial
Real Property
Assessments (Issued April
10, 2017).

Reconfigure the CAMA system to begin recording sale qualifications with respect to sales-ratio study
purposes as well as validations with respect to modeling purposes.

Disagree

Open-Unresolved

RPAD should not use code 07 unless there is convincing documentation that the sale was
“speculative.”

Disagree

Open-Unresolved

Commercial income and
expense information is
not available to RPAD in a
timely manner to provide
relevant information in
the assessment process.

We recommend that RPAD seek to require I&E submissions before the assessment notice deadline by
seeking the appropriate legislative remedy. This recommendation is repeated from OIG Report No.16-
1-14AT Evaluation of the District of Columbia Government's Management and Valuation of
Commercial Real Property Assessments (Issued April 10, 2017) Recommendation 8.

Agree

Open-Resolved
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Finding

Recommendation

Agency

Recommendation
Status

Ratio Studies prepared by
RPAD were not properly
conducted and were not
included as a part of the
valuation process, which
may have led to appraised
values significantly below
market value.

Implement a global review process for ratio study results. These ratio studies should be properly
conducted and included as a part of the valuation process.

Response

Agree

Open-Unresolved

Certain property strata
types were appraised less
uniformly than standards
recommend.

Conduct a thorough review of data quality, valuation practices, and valuation models in the identified
strata.

Agree in
Part

Open-Unresolved

No formal procedures to
govern practices
regarding valuing air
rights.

Adopt procedures for valuing air rights and add them to the ARM and/or Employee Handbook.

Agree

Open-Resolved

RPAD only included one
year's worth of sales in its
valuations and sales ratio
studies, therefore, it did
not have sufficient
numbers of sales of
commercial properties
included in each property
type grouping strata to
provide the most accurate
valuation.

Use at least 3 years and preferably 5 years of commercial property sales in valuation and sales ratio
studies.

Disagree

Open-Unresolved
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Finding

Recommendation

Agency

Recommendation
Status

RPAD did not report ratio
study statistics based on
assessed values at the
time of sale resulting in a
potential distorted view of
the assessment
performance.

Report ratio study statistics with respect to assessed values on the roll at the time of sale rather than,
or in addition to, assessed values anticipated to be enrolled later, as are currently reported.

Response

Disagree

Open-Unresolved

RPAD did not compute
nor report ratio statistics
by property type and
market area in order to
ensure reliable statistics
to measure appraisal
performance.

10

Transition to computing and reporting ratio statistics by property type and market area.

Agree in
Part

Open-Unresolved

RPAD did not use
standards-based
trimming rules while
performing ratio studies
to appropriately exclude
outliers of property sales
or transfer data.

n

Adopt a standard-accepted trimming rule while performing ratio studies in accordance with
Appendix B of the IAAO Standard on Ratio Studies.

Disagree

Open-Unresolved

Improvements can be
made in the ratio studies
by reporting confidence
limits on important
statistics regarding the
appraisals.

12

Compute and, when appropriate, publish confidence intervals for important statistics.

Agree

Open-Resolved

13

Compute and, when appropriate, publish PRBs.

Disagree

Open-Unresolved

14

Produce statistical graphics to facilitate quick comprehension of patterns not immediately observable
from numeric tables.

Agree

Open-Resolved
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Finding

Recommendation

Agency
Response

Recommendation
Status

RPTA did not produce a
mass appraisal report
based on ARM in
accordance with
standards to provide more
public access to the
creditability of the
assessments.

15

Produce a USPAP-compliant mass appraisal report based on the ARM.

Agree

Open-Resolved

While improvements have
been made to defend
against appeals, further
legislative changes would
improve how RPTA
handles assessments
under appeal.

16

Continue to improve how RPTA defends assessments under appeal.

Agree

Open-Resolved

A Human Resource
Business Partner was not
supporting organizational
structure, workload
statistics, performance
measures, compensation
requirements, staffing
levels, training,
qgualifications, and staff
development OTR
functions.

17

Expand HR Business Partner support of OTR’s organizational structure, workload statistics,
performance measures, compensation requirements, staffing levels, training, qualifications, and staff
development functions.

Disagree

Open-Unresolved

18

Adopt measures to link operational activities to its organizational strategic plan and mission.

Disagree

Open-Unresolved
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Agency Recommendation
Response Status

Finding . Recommendation

Monetary awards were
not used to recognize
Commercial Appraiser
performance or workplace
contributions. The
monetary award
component of the OCFQO's
Incentive and
Performance Recognition
Awards Program was
suspended during the
pandemic.

RPAD did not effectively
track or monitor the
implementation status of
recommendations from
prior reports relating to
D.C. Code § 47-821. RPAD 20 RPAD should develop formal policies and procedures to assign responsibility for tracking and
also did not proactively monitoring the implementation status for recommendations.

update documentation of
recommendations to
reflect the current status
of implementation of
corrective action

RPTA has not developed
quality assurance
procedures to assist in 21 | We recommend that RPTA establish an Office of Quality Assurance, Best Practices, and Innovation Disagree Open-Unresolved
improving its commercial
property assessments.

We recommend reinstating the monetary award component of the OCFO Incentive and Performance
19 | Recognition Award Program and training the Chief Appraiser and Supervisory Appraisers to Disagree Open-Unresolved
recognize and reward these contributions

Agree Open-Resolved
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Finding

Recommendation

Agency

Recommendation
Status

RPAD did not monitor
performance against key
performance measures on

RPAD monitor and retain documentation to support their progress against key performance

Response

a regular basis to 22 | .. Agree Open-Resolved

. indicators.
determine whether they
were meeting
performance indicators.
RPTA did not have a We recommend that RPTA develop a structured staff development and training program that is
structured staff based on the following: Agree in

.. 23 - . Open-Unresolved

development and training - An organizational analysis; and Part
program for its staff. - A job analysis of KSA for each function.
We noted that RPAD did
not have a system or plan
in place to track We recommend that RPAD implement the following:
certification or continuing - An annual review of the staff qualifications be performed in accordance with IAAO standards.

: : 24 L : X o Agree Open-Resolved
education requirements. - A training program be developed to ensure all staff are appropriately trained, qualified, and
Furthermore, RPAD did certified.
not actively monitor staff
qualifications.
External compensation
expertise was not
considered when We recommend retaining a compensation consulting firm with public and private sector and/or
Commercial Appraiser 25 | commercial appraisal compensation expertise to ensure relevant compensation data is considered Disagree Open-Unresolved
compensation was when market-pricing commercial appraiser positions.
benchmarked against
market data.
Commercial appraiser We recommend clarifying the equivalent work experience policy for commercial appraiser hiring
certification and 26 | decisions by adding consistent work experience equivalency language to Commercial Appraiser Disagree Open-Unresolved
equivalent work grade 12 and 13 job descriptions and informing the appropriate HR and OTR practice stakeholders.
experience hiring policies 57 We also recommend the OCFO provide the revised job descriptions to commercial appraisers, as Agree Open-Resolved

were unclear.

required by the Master Agreement noted in the Criteria.
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Finding

Recommendation

Agency

Recommendation

Response

Status

The 2017 evaluation noted o8 V\|/e recommend that RPTA design, document, and implement effective succession and contingency AgF:ee in Open-Unresolved
that that RPTA did not plans. art
. . We recommend that the OCHRO develop a written succession plan for the Chief Appraiser position .
have written succession 29 : . . ; . . . Disagree Open-Unresolved
. and reinstating the Deputy Chief Appraiser and/or creating a Commercial Unit Manager
and contingency plans for ——— - -
the key roles of Director We also recommend that an organizational structure impact analysis be conducted when
. . 30 | appropriate to ensure the OTR organization structure is aligned to OCFO 2017-2021 Strategic Plan Agree Open-Resolved
and Chief Appraiser. - .
revisions when the plan is updated.
Chief Appraiser and
Supervisory Appraiser We recommend implementing an HR Business Partner driven process to gather and analyze OTR . i
feedback was not used to 3 hiring practice stakeholder feedback on a periodic and event-driven basis. Disagree Open-Unresolved
improve hiring practices
. We recommend gathering and analyzing OTR hiring practice stakeholder feedback regarding
Recently hired employee : o . : ) . -
fostering vital interpersonal relationships and information networks, providing a sense of
feedback was not used to 2 S - ; .
. . 32 | organizational culture, and determining how well employees understand their new jobs and related Disagree Open-Unresolved
improve onboarding . S . : - .
- expectations on a periodic and event-driven basis. We also recommmend HR KPIs include hiring
practices . . . X
practice effectiveness and stakeholder experience metrics.
We recommend expanding HR Business Partner responsibilities to include guidance and support of
Human Resource OTR hiring practices. We also recommend monthly reviews of current and projected hiring needs,
Business Partner support hiring process status, HR KPI results, potential improvements, lessons learned, and identification and .
33 Disagree Open-Unresolved

of OTR hiring practices
needs improvement.

resolution of current or emerging hiring practice issues. This recommmendation is repeated from OIGC
Report No.16-1-14AT Evaluation of the District of Columbia Government's Management and Valuation
of Commercial Real Property Assessments (Issued April 10, 2017) Recommendation 37.
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FY 2024 OIG RECOMMENDATION FOLLOW-UP |
October 24,2024

The District Could Benefit from a Comprehensive Cost-Benefit Analysis of the Tax Abatement Program (lssued December 3, 2021)

Agency Recommendation

Finding . Recommendations

Response Status

1 Develop or adopt a methodology such as OMB Circular No. A-94 Revised to conduct prospective analyses, Disaareed Opben-Unresolved
including calculating net present value of tax abatement requests. 9 P
5 Develqp or adopt a meth_odology such as OMB Circular No. A-94 Revised to conduct prospective analyses, Disagreed Open-Unresolved
including developing a discount rate policy.
2 Develqp or adopt a methodqlqu such as OMB Circular No. A-94 Revised to conduct prospective analyses, Disagreed Open-Unresolved
including performing a sensitivity analysis.
Develop a plan for conducting a periodic retrospective cost-benefit analysis of individual tax abatements and
4 the tax abatement program overall to obtain reasonable assurance that the program created economic value Disagreed Open-Unresolved
for the District.
5 Develop procedures to conduct periodic formal training for analysts responsible for performing TAFA. Disagreed Open-Unresolved
The District Could Benefit 6 Devglop p.rocedu.re.s. to conduct per|od|.c comparison of estlmateq cash flows to actual cash flows to consider Disagreed Open-Unresolved
From a Comprehensive the financial feasibility of proposed projects as the DC Code requires.
Cost-Benefit Analysis of the 7 Develop procgdures to ensure the fiscal needs of the beneficiary are calculated, documented, maintained, and Disagreed Open-Unresolved
Tax Abatement Program reported consistently.
Develop procedures to analyze and validate the financial value of subsidies when the public policy objectives of .
8 . . . Disagreed Open-Unresolved
abatement are to create economic values for the community as the DC Code requires.
Develop procedures for reviewing and validating the TAFA and all information and assumptions to ensure Agreed in
9 . . . L L Closed-Resolved
conclusions are consistent with an objective set of criteria. Part
Develop procedures to monitor tax abatement compliance with the annual certification requirements set forth
10 in DC Code § 47-4702(a). Agreed Closed-Resolved
1 Develop procedu'res to enfor.ce the requirements set forth in DC Code § 47-4702(b) by terminating the Agreed Closed-Resolved
abatement for failure to certify the use of a property annually.
Develop a plan to establish and assign personnel responsibilities and authority to effectively coordinate and
12 share TAFA supporting information within OCFO and with other District agencies that monitor community Agreed Closed-Resolved
benefits, including DHCD and DOES.
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FY 2024 OIG RECOMMENDATION FOLLOW-UP |
October 24,2024

CHIEF TECHNOLOGY OFFICER, OFFICE OF THE (OCTO)

Government of the District of Columbia Management Recommendations for the Year Ended September 30, 2021 (Issued January 31, 2022)

Finding . Recommendation Rﬁgsgﬁéle Recon;gf::atlon
OCTO should haven in _ 1 Develop and implement a process to track, prioritize, and remediate vulnerabilities. Agree Open-Resolved
place a process to identify,
prioritize, remediate, and Obtain a listing of the vulnerabilities that were identified by other District agencies to ensure risks are ved
track the status of 2 mitigated timely. Agree Open-Resolve

vulnerabilities.

Internal Controls for Pipeline Contract Management Need Improvement (lssued January 9, 2020)

s . Agenc Recommendation
Finding No. Recommendations 9 Y
Response Status
Develop procedures to ensure subcontractor vendors maintain accurate and complete candidates’ Agreed Closed-Resolved,
1 resumes. Alternate
Implementation
Develop procedures to ensure resumes the subcontractor vendors submit to the Prime Contractor Agreed Closed-Resolved,
2 are accurate and complete. Alternate
. . Implementation
gf?ggi\?el?n’;lg:nzfggn 2 Design additional controls to ensure the Prime Contractor excludes candidates from consideration Agreed in Closed-Resolved
whose resumes do not match information they provide upon further screening. Part
Controlsto Assure - - - -
Develop procedures to ensure candidate screenings are done in accordance with contract Agreed Closed-Resolved,
Accurate and Complete . .
. 4 requirements for resource extensions. Alternate
Resource Screening .
Implementation
Develop internal controls to ensure background checks are accurate and complete prior to Agreed Closed-Resolved,
5 engaging a resource. Alternate
Implementation
6 Obtain full access to vendor management system to ensure underlying documentation for Disagreed Closed-Unresolved
background check reports is maintained.

Page 18


https://oig.dc.gov/sites/default/files/Reports/OIG%20No.%2022-1-07MA%20-%20DC%20FY%202021%20Management%20Recommendations.pdf
https://oig.dc.gov/sites/default/files/Reports/OIG%20Final%20Report%20No.%202019-1-003TO%20--%20Audit%20of%20the%20Pipeline%20Contract.pdf

FY 2024 OIGC RECOMMENDATION FOLLOW-UP |

October 24,2024

Finding

OCTO Did Not
Adequately Design
Internal Controls to
Minimize Risk of Billing
Errors

No. Recommendations Agency Recommendation
Response Status
Reconcile hours approved to the Prime Contractor's aggregated billed hours and recoup Agreed Closed-Resolved,
7 overpayments, if any. Alternate
Implementation
Enhance controls to ensure District program managers verify the monthly hours the Prime Agreed Closed-Resolved,
8 Contractor bills agree with the weekly hours approved. Alternate
Implementation
Develop procedures to ensure District program managers consistently track and maintain time and Agreed Closed-Resolved,
9 attendance records. Alternate
Implementation
10 Develop procedures to enforce timesheet submission and approval requirements in the contract Agreed Closed-Resolved
and SOP.
Compare billed hourly rates to the contract price schedule and recoup excess payments, if any. Agreed Closed-Resolved,
n Alternate
Implementation
Develop procedures to ensure the Prime Contractor provides IT services at or below the hourly not- Agreed Closed-Resolved,
12 | to-exceed rates found in the contract. Alternate
Implementation
Update the SOP to clarify the process for obtaining OCTO's approval to adjust job categories and Not Closed-Resolved,
13 | not-to-exceed rates. Longer Alternate
Applicable Implementation
Revise the SOP to include language about resources’ responsibilities to safeguard the District's IT Agreed for Closed-Resolved,
14 | systems and equipment when teleworking. OCTO Alternate

Implementation

Note: The OIG followed up on this report’'s recommendations in its FY 2021 OIG Recommendation Follow-up Report issued on September 30, 2021.
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https://oig.dc.gov/sites/default/files/Reports/replaced_OIG%20Final%20Report%20--%20FY%202021%20Recommendation%20Follow-up%20Report.pdf

FY 2024 OIGC RECOMMENDATION FOLLOW-UP |

October 24,2024

Management Recommendations for Fiscal Year 2018 (Issued February 6, 2019)

Finding

Recommendation

Agency

Recommendation
Status

Implement a Risk
Management Framework
to Comply with National
Institute of Standards
and Technology (NIST)
Publication 800-37

We recommend OCTO implements a Risk Management framework that complies with NIST 800-
37.

Response

Agree

Open-Resolved

OCTO's Oversight of Information Technology Acquisitions Needs Improvement to Ensure the District Realizes Intended Benefits (Issued April 9, 2019)

Finding

Recommendations

Agency

Recommendation

Response

Status

Develop and maintain a standard Information Technology project management approach. Agreed Open-Resolved
OCTO Could Not Develop and maintain project management files with the project plan, and updates to the plan,
Demonstrate that the strategic plan, and business case throughout the full life cycle of the project. Agreed Open-Resolved
District Received Obtain user approvals (at the end of each project) requiring the project stakeholder to ascertain
Intepded Beneﬁts of whether the project delivered the intended benefit and full value. Agreed Open-Resolved
Capital ITTS Acquisitions Establish procedures to perform and document post-implementation reviews to identify, assess, and
report whether requirements have been met and expected benefits have been realized. Agreed Open-Resolved
Periodically review and update Information Technology and Telecommunication System commodity Agreed Opben-Resolved
OCTO Did Not Provide codes used in PASS to ensure the list is accurate, current, and complete. 9 P
Adequate Oversight Coordinate with the Office of Contracting and Procurement to train District agencies about D.C. Agreed Opben-Resolved
When Approving All ITTS Code §1-1403 requirements. 9 P
Purchases Adhere to or revise the requirements in the IT Procurement and IT Project Approval Policy OCTO- Agreed Open-Resolved

1070.1, sections 4.3.2 to 4.3.4, and maintain supporting documentation.
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FY 2024 OIGC RECOMMENDATION FOLLOW-UP |

October 24,2024

Finding

Recommendations

Agency

Recommendation
Status

OCTO Did Not Review
and Approve ITTS
Budgets for District
Government Agencies

Response

Open-Resolved,

8 Assign resources to draft regulations under DC Code § 1-1403(1). Agreed Alternate
Implementation
Develop and implement policies and procedures upon drafting regulations under D.C. Code § 1- Open-Resolved,
9 Agreed Alternate
1403(3). .
Implementation
Recommend that the Information Technology Investment Review Board allow OCTO to review and
10 . . . . . Agreed Closed-Resolved
approve project budgets before including them in the Capital Improvements Plan.
Develop a list of all agencies, including agencies under the Mayor's authority, whose Information )
1 Technology acquisition must first go through OCTO's review and approval process. Agreed Open-Resolved
12 | Update the PASS system business logic to include all applicable agencies. Agreed Open-Resolved
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FY 2024 OIG RECOMMENDATION FOLLOW-UP |
October 24,2024

Actions Needed to Strengthen the District’'s External Cybersecurity Preparedness (Issued September 29, 2017)

Finding dati Agency Recommendation
Recommendations Response Status

The OIG Audited and Agreed Open-Resolved
Reported on the
Effectiveness of OCTO's: Agreed Closed-Resolved
Cybersecurity
Management Plan; Agreed Closed-Resolved,
Regulations to Manage Alternate

IT Systems; Data Center
Maintenance and

The OIG made nine recommendations to help OCTO improve its cybersecurity preparedness. Implementation

o iaht: Standard Agreed Open-Resolved
oversg ' D an ;\r ] Note: Due to the vulnerabilities identified in the report, the OIG elected to withhold the comprehensive
perating Procedures; report from public disclosure in accordance with D.C. Code § 2-534 (a) (10). Agreed Closed-Resolved
Enforcement of
Agreed Closed-Resolved

Published Cybersecurity
Policy Directives; and Agreed Closed-Resolved
Cybersecurity Risk

Prevention, Detection,
and Response Activities Agreed Closed-Resolved

Agreed Closed-Resolved

Note: The OIG followed up on this report’'s recommendations in its Audit of Prior Year Recommendations issued on April 15, 2019; in its Audit of Prior Year Recommendations
issued on July 17, 2020; and in its FY 2021 OIG Recommendation Follow-up Report issued on September 30, 2021.
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FY 2024 OIG RECOMMENDATION FOLLOW-UP |
October 24,2024

CITY ADMINISTRATOR, OFFICE OF (OCA)

Agencies’ Fund Reprogramming Practices Audit (Issued November 6, 2018)

Finding No. Recommendations Agency Recommendation
Response Status
Establish and standardize [a] mechanism for agencies to track and maintain operational and
1 . . . Agreed Closed-Resolved
program information needed to support fund reprogramming requests.
Opportunities Exist to 5 Conduct per|pd|c reV|eV\€s of reprogrimmmg transactions to ensure statements included in the Agreed Closed-Resolved
Improve the District’s reprogramming requests are accurate.
Process to Track Fund i i i ingi i
o . 2 Require 'agenaes'to explain why the reprogramming is unforeseen and why the reprogramming Agreed Closed-Resolved
eprogramming was not included in the budget planning process.
Activities Establish a commmunication protocol to inform agencies of plans to cut funds previously appropriated
4 : P 9 P P y approp Agreed Closed-Resolved
to the agencies.
6 Establish a timeline for the parties involved in the approval process. Agreed Open-Resolved

Note: The OIG followed up on this report’'s recommendations in its Audit of Prior Year Recommmendations issued on July 17, 2020; and in its FY 2021 OIG Recommendation
Follow-up Report issued on September 30, 2021.
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FY 2024 OIG RECOMMENDATION FOLLOW-UP |
October 24,2024

CONSUMER AND REGULATORY AFFAIRS, DEPARTMENT OF (DCRA)

Evaluation of the Internal Control Environment as of August 31, 2019 (Issued December 10, 2019)

Finding . Recommendations Agency Recommendation
Response Status
1 Identify and adopt an internal control framework to be used throughout the agency. Agreed Closed-Resolved
5 Establish a process for engaging stakeholders, performing and documenting a strategic planning Agreed Closed-Resolved
process to develop a long- term strategic plan.
2 tCr:)rre\(;ltjsct periodic self-assessment of the organization’s strengths, weaknesses, opportunities, and Agreed Closed-Resolved
4 Develop a strategic plan to provide details about DCRA's mission, vision, goals, objectives, and Agreed Closed-Resolved
alternative courses.
5 \Clggeen developing the strategic plan, establish long-term goals that extend beyond the 1-year budget Agreed Closed-Resolved
Evaluation of the 6 Develop policies and procedures manual to ensure authorities and responsibilities are clearly Agreed Closed-Resolved
Internal Control established.
Environment as of 7 Develop and distribute policies and SOPs for all DCRA business processes. Agreed Closed-Resolved
August 31, 2019 . — Py P : T =
8 Usmg'the .D|§tr|ct of Columbia’s Code of Conduct, develop additional ethical guidelines specific to Agreed Closed-Resolved
DCRA's mission.
9 Examine current employee workload to establish performance targets that are clear and Agreed Closed-Resolved
measurable.
10 Develop proceplures to e.ns:ure.e.ac.h function has adequate performance measures in place to assist Agreed Closed-Resolved
management in determining if it is adequately resourced and equipped.
1 Monitor and discuss performance with staff and hold them accountable with appropriate rewards Agreed Closed-Resolved
and consequences.
2 Develop onboarding, succession, and contingency plans to respond to sudden and long-term Agreed Closed-Resolved
personnel changes.
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FY 2024 OIGC RECOMMENDATION FOLLOW-UP |

October 24,2024

Finding

Risk Assessment

No. Recommendations Agency Recommendation
Response Status

13 Conduct and document an agency-wide risk assessment. Agreed Closed-Resolved

14 Con§|der and |mp|emen.t risk assessment results in the development of the agency's strategic plan Agreed Closed-Resolved
and internal control design.

15 Include risk assessment results when revising and developing SOPs. Agreed Closed-Resolved

16 Include fraud risk as part of DCRA's comprehensive risk assessment. Agreed Closed-Resolved
Include other risks as part of DCRA’'s comprehensive risk assessment. For those risks that DCRA can

17 control, it must decide whether to accept the risks or miti